PAYMENT TERMINAL SECURITY

Payment Terminals are routinely targeted by criminals, so it is vital to take adequate steps to secure and
protect your customers' data, as well as your valuable payment technology. Beyond compliance with PCI
DSS and ADA requirements, there are additional enhancements to consider which can protect your brand

and your customers.

PREVENT SKIMMERS BEING INSTALLED ON PINPADS

Skimming is a common way that data breaches occur. Once
attached to your payment terminal, skimmers are challenging
to detect. It is critical to protect customer data by ensuring
your payment terminal stand prevents the attachment of a
skimming device.

PREVENT CRIMINALS FROM ACCESSING PORTS

Without taking steps to block ports, criminals can easily
plug into your payment terminal and steal customer data.
Port blocking features are an essential element of
effective and secure payment terminal stands.

PHYSICALLY SECURE TERMINAL TO AVOID THEFT

Theft, tampering and other forms of damage resulting from
payment technology being removed are another key factor
to consider. Best practice involves securing the payment
terminal to a stand to prevent it from being removed. This
can be achieved using tethers, locks or security screws.

Pictured: Havis Stands with Rear Locking Brackets and
Anti-Skimming Features; 367-3051 (left), 367-5249 (right)

CONSIDER THESE ITEMS TO PROTECT CUSTOMER DATA & YOUR BRAND
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HAVIS

HAVIS LOCKING & SECURITY STANDS - WITH ANTI-SKIMMING & PORT BLOCKING FEATURES

PART NUMBER MANUFACTURER & TERMINAL DESCRIPTION

Square Base Metal Stand with Security Plate and Anti-Skimming

367-5644-SS Verifone M400 90° Tilt and 180° Swivel
Verifone M Round Base Metal Stand with Locking Plate and Anti-Skimming
367-5249 erifone M400 90° Tilt and 180° Swivel
367-5448-5 Verifone M440 Round Base Metal Stand with Security Plate and Anti-Skimming
e erone 90° Tilt and 180° Swivel
- Verifone M Round Base Metal Stand with Locking Plate and Anti-Skimming
36751 erifone M440 90° Tilt and 180° Swivel
if Round Base Metal Stand with Locking Plate and Anti-Skimming
367-6076 Verifone Ma24 90° Tilt and 180° Swivel
367-3217 Verifone MX915 Telescoping Stand with Locking Plate and Anti-Skimming
) entone 9.63"to0 12.48" height range
367-3218 Verifone MX925 Telescoping Stand with Locking Plate and Anti-Skimming
i erirone 9.63"to 12.48" height range
) Round Base Metal Stand with Locking Plate and Anti-Skimming
367-5313 Ingenico Lane 3000

367-5855-55

367-5849-SS

Ingenico Lane 7000

Ingenico Lane 8000

90° Tilt and 180° Swivel

Round Base Metal Stand with Security Plate and Anti-Skimming
90° Tilt and 180° Swivel

Round Base Metal Stand with Security Plate and Anti-Skimming
90° Tilt and 180° Swivel

HAVIS LOCKING UNIVERSAL STANDS WITH TETHER OPTIONS

PART NUMBER MANUFACTURER & TERMINAL DESCRIPTION
ASS20121 All Manufacturers (incl. Verifone, Pax, Ingenico, Castles + FlexiPole Plus Stand - Locking
More) - See Backplate List Device-specific backplate required
ASS10121 All Manufacturers (incl. Verifone, Pax, Ingenico, Castles + FlexiPole Complete Stand - Locking
More) - See Backplate List Device-specific backplate required
All Manufacturers (incl. Verifone, Pax, Ingenico, Castles + FlexiPole Compact Stand - Locking
ASS60121A . . e .
More) - See Backplate List Device-specific backplate required
ASSBO121 All Manufacturers (incl. Verifone, Pax, Ingenico, Castles + FlexiPole Contour Stand - Locking
More) - See Backplate List Device-specific backplate required
ASSE0121 All Manufacturers (incl. Verifone, Pax, Ingenico, Castles + FlexiPole Connect - Locking
More) - See Backplate List Device-specific backplate required

Kensington PED Tether - designed for FlexiPole Stands. Attaches to
underside of stand plinth so that the stand acts as a tether anchor
point. Tether attaches to the Kensington security slot present on many
devices.

KEN00148 N/A




